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Abstract
Swarm robotic systems and AI agent systems are increasingly integrated into real-world
applications, driving breakthroughs in autonomous traffic control, military surveillance, and
agricultural monitoring. However, their deepening presence in critical infrastructure raises
serious security and privacy concerns. Although both are built on shared principles of
distributed intelligence and system architecture, a comprehensive understanding of their
security threats and defense mechanisms is still lacking. This paper presents the first systematic
survey that examines security vulnerabilities and countermeasures across both domains. We
classify threats into three critical layers: physical, communication, and application, and provide
an in-depth analysis of attack vectors along with corresponding mitigation strategies.
Additionally, we explore the similarities and differences between security strategies in swarm
robotics systems and AI agent systems, identifying opportunities to transfer valuable security
insights between the two fields. Our findings highlight key research challenges, including
real-time communication requirements, trade-offs between security, privacy, and efficiency, and
challenges introduced by large language models. Finally, by outlining future research directions,
this work aims to advance the development of secure and trustworthy intelligent systems.
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1. Introduction

Extensive research has shown that swarm behaviors in nature
give rise to a form of collective intelligence, commonly
referred to as swarm intelligence [1]. Swarm robotics lever-
ages this collective intelligence, which emerges from the self-
organization and distributed collaboration of numerous indi-
vidual agents, enabling the resolution of complex problems
without the need for centralized control [2]. These capabilities
make swarm robotics highly applicable across various fields,
including robotics, drone formations, and traffic management.

The rapid advancements in machine learning and large lan-
guage models (LLMs), especially their capabilities in logical
reasoning [3] and task planning [4], have shifted research
focus from individual robots to more intelligent AI agent sys-
tems. Based on the definitions fromGoogle’s 2025 whitepaper
[5], intelligent AI agent systems are autonomous entities that
perceive their environment, make decisions, and take actions
to achieve specific goals. These agents leverage AI techniques
such as machine learning, reinforcement learning, and plan-
ning to adapt to dynamic conditions and optimize outcomes.
By integrating large foundational models, these advanced sys-
tems can process both environmental and non-environmental
data, enabling them to generate meaningful and context-aware
actions. Another related concept is embodied intelligence
systems [6]. These are AI-driven physical systems that engage
with the real world through sensors, actuators, and adaptive
behaviors. In summary, while AI agent systems serve as the
‘brain,’ embodied intelligence systems provide the ‘body’,
enabling intelligent agents to interact with and adapt to the
physical world.

The main difference between swarm systems and AI agent
systems lies in their complexity: swarm systems consist of
simple individual agents, whereas AI agent systems involve
intelligent agents with more advanced capabilities. Despite
their differences in functionality and intelligence levels, both
face similar security challenges, such as fault tolerance, com-
munication security, and interaction safety. These issues can
lead to unintended system behavior and pose risks to task com-
pletion. Additionally, while data sharing and collaboration are
fundamental to multi-agent systems, they also introduce sig-
nificant privacy risks [7].

Recent advancements in reliability and security have made
both swarm robotic systems andAI agent systems increasingly
viable for real-world deployment. For example, H2 Clipper
Inc. plans to implement safely operated robotic swarms in
aerospace manufacturing [8]. Research presents the ethical
governance analysis of swarm robotic systems in the real
world [9]. In the AI domain, Microsoft introduced Security
Copilot agents in March 2025 [10] to autonomously assist
with critical tasks such as phishing detection, data protec-
tion, and identity management. Similarly, Google Cloud has
launched AI-powered security agents as part of a unified
security platform designed to streamline operations, triage,
and threat intelligence [11]. Meanwhile, researchers have also
highlighted AI security and cybersecurity risks in Internet
of Things (IoT) devices, including drones and robots [12].
Additionally, they have pointed out cybersecurity threats asso-
ciated with new software Bills of Materials that incorporate AI

components [13]. However, a fundamental question remains:
how can swarm robotic systems and AI agent systems
be designed with built-in security and privacy protections
from the outset?

In recent years, an increasing number of surveys have
explored the security and trustworthiness of swarm robotic
systems and AI agent systems, as shown in table 1.

Within the field of swarm robotic systems, researchers have
proposed various frameworks and methodologies to enhance
security and reliability. Hunt et al [14] introduced a safety
checklist that addresses key factors such as ethics, legality,
accountability mechanisms, and human–swarm interactions.
While this checklist serves as a foundational framework for
security research and practical applications in swarm intelli-
gence systems, it primarily outlines critical issues in the form
of questions without offering an in-depth analysis of current
developments or specific technical solutions. Similarly, study
[15] was among the first to systematically examine secur-
ity challenges in swarm robotics, exploring multiple dimen-
sions, including resource constraints, physical interference,
control, communication, authentication, and keymanagement.
Although this survey effectively categorizes security threats,
it lacks an in-depth discussion of defense mechanisms and the
latest advancements in the field. Paper [16] presents a com-
prehensive discussion on performance, scalability, robustness,
and adaptability in swarm intelligence systems, highlighting
their role in building trust. However, it offers only limited
insights into security and privacy protection and does not fully
address recent technological developments.

In terms of AI agent systems, Xi et al [18] introduce a gen-
eral framework for LLM agents, structured around three core
components: brain, action, and perception. Beyond this, they
explore applications in single-agent, multi-agent, and human-
agent collaborations, as well as agent societies. However, it
primarily focuses on the framework’s design and function-
ality, with less emphasis on the critical aspects of reliabil-
ity, robustness, and security in real-world deployments. Study
[7] presents a comprehensive review of LLM-based agents,
covering key topics such as cooperation paradigms, secur-
ity challenges, privacy concerns, and future research direc-
tions. However, while their review discusses security at a con-
ceptual level, it lacks an in-depth analysis of system vul-
nerabilities, attack vectors, and mitigation strategies, leaving
gaps in understanding how to build resilient AI agent archi-
tectures. Neupane et al [19] provide a thorough investiga-
tion into security considerations in AI-driven robotics and
offer a detailed taxonomy spanning three critical dimensions:
attack surfaces, ethical and legal challenges, and human-robot
interaction. However, despite its comprehensive threat ana-
lysis, the study primarily enumerates risks and vulnerabilities
rather than offering concrete countermeasures, risk mitigation
strategies, or adaptive security solutions, which are essential
for ensuring long-term system robustness.

Compared to existing work, our paper provides the first
comprehensive survey that systematically examines threats
and countermeasures in both swarm robotic systems and AI
agent systems. Additionally, we analyze the similarities and
differences in security strategies and identify opportunities to
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Table 1. Related survey.

Domain References Key points Limitation

Swarm
robotic
systems

[14] Provides a foundational safety checklist addressing
ethics, legality, accountability mechanisms, and
human–swarm interactions.

Primarily lists issues in question form without in-depth
analysis or technical solutions for security challenges.

[15] Systematically examines security challenges across
multiple dimensions: resource constraints, physical
interference, control, communication, authentication,
and key management.

Lacks detailed discussion on defense mechanisms and
the latest advancements in security techniques.

[16] Provides a comprehensive discussion on performance,
scalability, robustness, and adaptability, highlighting
trust-building aspects in swarm intelligence systems.

Limited insights into security and privacy protection,
and does not address recent technological
developments in swarm robotics security.

[17] Provides a comprehensive research on Generative
Artificial Intelligence (GenAI) in enhancing the
trustworthiness, reliability, and security of autonomous
systems.

Limited in terms of physical threats and
countermeasures, as it primarily focuses on the AI
aspects.

AI agent
systems

[18] Introduces a general framework for LLM agents,
focusing on core components like brain, action, and
perception. Explores applications in various
collaboration models.

Focuses more on the framework’s design and
functionality, with less emphasis on security, reliability,
and robustness in real-world deployments.

[7] Provides a comprehensive review of LLM-based
agents, covering cooperation paradigms, security
challenges, privacy concerns, and future research
directions.

Lacks in-depth analysis of system vulnerabilities,
attack vectors, and mitigation strategies, leaving gaps
in building resilient AI agent architectures.

[19] Investigates security considerations across three
dimensions: attack surfaces, ethical/legal challenges,
and human-robot interaction. Offers a detailed
taxonomy.

Primarily enumerates threats and vulnerabilities
without providing concrete countermeasures, risk
mitigation strategies, or adaptive security solutions.

transfer valuable security insights between these two fields.
The main contributions of this paper are as follows:

• This paper introduces a detailed system evaluation frame-
work that compares the structure and workflow of swarm
robotic systems and AI agent systems, categorizing them
into physical, communication, and application layers.

• We conduct an in-depth survey of security and privacy
threats of these three layers for both systems, identifying
common vulnerabilities as well as those unique to each
domain. Corresponding countermeasures are proposed for
both systems, with an evaluation of their effectiveness and
limitations.

• We analyze the similarities and differences in attack
strategies and defense mechanisms between swarm robotic
systems and AI agents and outline future research directions
aimed at enhancing the security, robustness, and reliability
of intelligent systems.

The structure of the paper is as follows: Section 2 offers a
comprehensive overview of both swarm robotic systems and
AI agent systems. In Section 3, we delve into the security
and privacy threats associated with these systems. Section 4 is
dedicated to examining the countermeasures implemented to
address these challenges. Moving forward, Section 5 provides
a discussion on the key challenges and outlines future direc-
tions for research in this area. Finally, Section 6 wraps up the
survey, presenting the concluding remarks and takeaways.

2. Overview from swarm robots to AI agents

In this section, we provide a comprehensive overview of
swarm robotic systems and AI agent systems, including
their definitions, characteristics, system structures, working
pipelines, application scenarios and their related concepts. A
detailed comparison can be found in table 2.

2.1. Overview of swarm robotic system

2.1.1. General structure. A swarm robotic system is a dis-
tributed system that emulates the self-organization and collab-
orative behaviors of biological populations in nature to accom-
plish complex tasks [20]. For instance, behaviors such as ant
foraging, bee pollination, fish schooling, and bird migration.
These systems consist of numerous simple individuals, each
adhering to specific rules and interacting locally with others,
collectively achieving highly complex and intelligent group
behaviors globally.

Swarm robotic systems have three main characteristics:

• Decentralized control mechanism: the system operates
without a central controller. Each agent independently
makes decisions based on locally available information and
simple behavioral rules.

• High self-organization: individuals spontaneously form
global communication mechanisms through local interac-
tions, without external intervention or global planning.
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Table 2. Comparison of swarm robotic system and AI agent system.

Aspect Swarm robotic system AI agent system

Individual intelligence Simple, rule-based; local perception only Highly intelligent (e.g., LLMs, multimodal models);
capable of reasoning, planning, and autonomous
decisions

Communication
modalities

Primarily wireless signals for local interaction Include language, visual, audio, action-based, and
symbolic communication

Working pipeline More hardware-driven, relies on sensor-actuator
interactions and task decomposition based on physical
rules

More model-driven, leverages inference, logic,
planning, and environment modeling for dynamic
decision-making

Complexity Emergent complexity from simple agents Inherent complexity due to sophisticated individual
models and interactions

Real-world applications Focuses on military information gathering and mission
support, maritime and deep-sea applications

Focuses on high-level reasoning, multimodal
perception, knowledge manipulation, and learning

Figure 1. General structure of swarm robotic system.

• Strong robustness: the system’s functionality is maintained
despite the failure of individual agents, ensuring resilience
and reducing the likelihood of systemic breakdown.

Swarm intelligence algorithms are integral to swarm robotic
systems. They not only simulate self-organizing behaviors,
such as employing gene regulatory network models to rep-
licate the dynamics of multi-robot coordination [21], but also
address key challenges in optimization, path planning, and
task allocation. Drawing inspiration from collective behavi-
ors in nature, a variety of swarm intelligence algorithms have
been developed and applied across domains. For example, the
ant colony optimization algorithm, proposed by Dorigo et al
in 1992 [22], is commonly used for path planning; the particle
swarm optimization algorithm, introduced by Kennedy et al
in 1995 [23], is often used for multi-objective optimization;
and the grey wolf optimizer, put forward by Mirjalili et al in
2014 [24], is frequently applied for feature selection in neural
networks.

Based on decentralized control mechanisms and self-
organization principles, the general structure of swarm robotic
systems is depicted in figure 1. Structured hierarchically by
functionality, it consists of three layers: the physical layer, the
communication layer, and the application layer. The following
sections provide a detailed elaboration on each layer.

• Physical layer: this layer provides the hardware infrastruc-
ture for swarm robotic systems, which is responsible for data

acquisition and supporting physical interactions within and
outside the system. It encompasses a wide variety of hard-
ware components in large quantities, such as sensor mod-
ules, actuator modules, and power management modules.

• Communication layer: this layer facilitates information
transmission and interaction among individuals in swarm
robotic systems and manages the communication net-
work topology formed during system operation. Network
topology management includes real-time monitoring of
individual states, managing communication connections,
and handling the addition and removal of individuals.
Wireless communication is commonly employed to trans-
mit control commands and feedback.

• Application layer: this layer executes the predefined tasks
of swarm robotic systems according to real-world produc-
tion and living needs, assisted by data analysis and feed-
back optimization technologies. It includes tasks such as
real-time obstacle avoidance, dynamic path planning, and
target search.

2.1.2. Working pipeline. The operational pipeline of a
swarm robotic system aligns closely with its general archi-
tecture. Upon receiving a task, the application layer ana-
lyzes and decomposes it, assigning roles and subtasks to
individual agents. The communication layer transmits these
assignments via wireless protocols, manages state monitor-
ing, and coordinates information exchange. The physical layer
enables robots to perform subtasks using sensors and actuators
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Figure 2. Applications of swarm robotic systems and AI agent systems.

while providing real-time feedback. Once all subtasks are
completed, the communication layer consolidates the res-
ults, and the application layer applies optimization techniques
before submitting the final outcome to the task issuer.

2.1.3. Real-world applications. Swarm robotic systems
support a broad range of applications, as shown in figure 2 [25,
26]. For example, in drone swarms, swarm robotic systems
enable drones to achieve dynamic path planning and real-time
obstacle avoidance through information sharing and local per-
ception, significantly enhancing the efficiency of post-disaster
rescue andmonitoring [27]. In robot clusters, swarm coordin-
ation improves collaborative operations and task optimiza-
tion, with applications in industrial manufacturing, warehouse
logistics, and agriculture [28]. In intelligent transportation
systems, swarm robotic systems implement adaptive traffic
signal control to effectively manage traffic flow and reduce
congestion [29]. These examples highlight the pivotal role of
swarm robotic systems in advancing digital transformation and
intelligent automation across various sectors.

2.2. Overview of AI agent systems

2.2.1. General structure. An AI agent system consists of
multiple highly intelligent agents that collaborate through
logical reasoning, task planning, and local interactions to
accomplish complex tasks in physical, virtual, ormixed-reality
environments [29]. Each AI agent is a model-driven intelli-
gent entity designed to generate appropriate responses based
on input, enabling it to effectively achieve its objectives.
Depending on different application scenarios, AI agents can
be categorized as: Embodied Agents (including Action Agents
and Interactive Agents), Simulation and Environment Agents,
Knowledge and Inference Agents (including Knowledge
Agents, Logic Agents, Agents for Emotional Reasoning,
Neuro-Symbolic Agents), and Generative Agents such as
AR/VR/mixed-reality Agents.

AI agent systems have the following four main
characteristics:

• Intelligence: each AI agent integrates large models, such as
LLMs, VLMs, and multimodal models, enabling autonom-
ous planning, decision-making, control, and reasoning.

• Flexible control mechanism: these systems support both
centralized and decentralized control. In centralized sys-
tems, a unified model (or ‘shared brain’) governs all agents,
as exemplified by Figure’s Helix robots [30]. In decentral-
ized control mechanism, agents operate under separate mod-
els, relying on local perception and interactions to complete
tasks.

• Complexity: AI agent systems demonstrate complex
dynamics in response to environmental observations. They
exceed traditional multi-agent systems in complexity, tack-
ling tasks that surpass the capabilities of any single agent
despite each agent’s high level of autonomy.

• Strong reliability: each agent is capable of executing com-
plex tasks independently, enhancing adaptability in dynamic
environments. The system maintains resilience by allowing
remaining agents to reallocate tasks when individual agents
fail.

The general structure of AI agent systems, depicted in figure 3,
comprises three hierarchical layers: the physical layer, the
communication layer, and the application layer. Each layer
fulfills distinct functions and interacts with adjacent layers to
ensure effective system operation and task execution.

• Physical layer: this layer provides the hardware infrastruc-
ture for AI agent systems, responsible for data storage,
providing computing power and system computational sup-
port, storing and invoking relevant largemodels, implement-
ing possible mechanical structures (optional), and facilitat-
ing interactions with the environment.

• Communication layer: this layer facilitates informa-
tion perception, transmission, and interaction among AI
agents, while managing the dynamic communication net-
work. It integrates visual (video/images), linguistic (text/
knowledge), behavioral (action/cognition), and audio data
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Figure 3. A typical structure of AI agent systems.

streams for perception and interaction. It also oversees real-
time agent state monitoring, connection management, and
dynamic agent integration.

• Application layer: this layer executes the predefined
tasks based on real-world requirements, leveraging the
large model technologies alongside spatial intelligence
and feedback optimization techniques. It supports applica-
tions across domains such as entertainment, research, and
industry.

2.2.2. Working pipeline. The working pipeline of AI agent
systems spans their hierarchical structure, exhibiting key dif-
ferences from swarm robotic systems. It begins at the applic-
ation layer, where spatial intelligence techniques are used to
interpret task requirements, decompose them into subtasks,
and assign roles to individual agents while monitoring exe-
cution. The communication layer supports agent perception,
inter-agent information exchange, and system state manage-
ment. At the physical layer, agents access data, perform infer-
ence and planning using large models, and utilize compu-
tational resources to execute subtasks in the environment.
Execution results are relayed back through the communica-
tion layer, aggregated, and optimized at the application layer
before final submission to the task issuer.

2.2.3. Real-world applications. AI agent systems are
applied across diverse domains, as illustrated in figure 2 [30,
31]. For example, in robotics, they enable human-machine
collaboration for tasks like manufacturing and assembly
processes [29]. In gaming, they create immersive virtual envir-
onments through realistic interactions between players and
AI-driven characters [29]. In healthcare, AI agent systems
can assist in medical diagnosis by integrating visual, textual,
and sensor data, providing more accurate and timely insights
to healthcare professionals [29]. These application scenarios
highlight the revolutionary impact of AI agent systems on the
intelligent development across various fields.

2.3. Comparisons of different concepts

Compared to swarm robotic systems and multi-agent sys-
tems [32], AI agent systems are distinguished by individu-
als with integrated model intelligence, possessing the highest
degree of autonomy and reasoning. Additionally, they also
support a more flexible control mechanism, which can adopt
either centralized or decentralized.

Compared to agent AI systems [33], which consist of a
single AI agent, AI agent systems comprise multiple agents,
requiring more sophisticated integration across the physical,
communication, and application layers. This enables them to
tackle more demanding real-world and virtual tasks.

3. Security and privacy threats of swarm robots and
AI agents

In this section, we describe the security and privacy threats
faced by swarm robots and AI agents.

3.1. Security threats

Security threats of swarm robots and AI agents include
physical attacks, communication attacks, and digital attacks.
Specifically, we categorize each attack into three groups: com-
mon attacks, those unique to swarm robots, and those unique to
AI agents. The primary categories of security threats are illus-
trated in figure 4. From the summary figure, we can observe
that physical and communication attacks are largely similar in
both systems, whereas AI agent systems are susceptible to a
broader range of attacks—particularly in the domain of digital
threats.

3.1.1. Physical attack. For both swarm robots and AI
agents, physical attacks refer to behaviors that disrupt the
normal operation of the system by interfering with the sys-
tem hardware, communication, perception, decision-making

6



J. Reliab. Sci. Eng. 1 (2025) 032001 Topical Review

Figure 4. The security threats of swarm robots and AI agents.

or collaboration mechanisms, causing physical damage, fail-
ure or functional impairment.

(a) Common threats
The common threats include signal jamming attack,
sensor spoofing attack, and backdoor attack via physical
implementation.

i. Signal jamming: signal jamming attack is an attack
method that introduces interference signals to disrupt
normal signal transmission, thereby affecting the normal
operation of sensors. For example, ground jammers can
be used to interfere with drones through links, which can
reduce the quality of drone signal reception or even cause
drone communication failure [34]. For self-driving cars,
adding air noise or ultrasonic noise to sensors can make
detected objects disappear from the self-driving system,
making it impossible to detect obstacles, resulting in park-
ing or collision [35]. This attack assumes that the commu-
nication or sensing channel is either unencrypted or lacks
robust noise filtering and authentication mechanisms. It is
more feasible in open environments or cost-constrained
deployments where physical access to signal space is pos-
sible and anti-jamming technologies are not deployed.

ii. Sensor spoofing: attackers can deceive the system into
making wrong decisions by forging or tampering with
sensor data. For drone systems, their global positioning
systems can be maliciously deceived by false signals,
and micro-electromechanical systems gyroscopes may be
damaged by special frequency noise, thereby affecting
their positioning and telemetry functions [36]. In addi-
tion, for visual sensors, real camera traces can be inserted
into fake synthetic images based on generative adversarial
networks (GANs) to deceive the camera detection model
[37]. These attacks assume that the attackers are in close
proximity to the target system and that affected sensors
(e.g., GPS, gyroscopes, or cameras) are not equipped
with sufficient signal authentication, filtering or cross-
sensor validation mechanisms. For visual spoofing, it also

presumes access to control of the visual input pipeline,
such as compromised camera feeds or open digital input
interfaces.

iii. Backdoor attack via physical implementation: physical
backdoor attacks refer to the implantation of backdoor
programs in hardware or physical devices, which allows
attackers to gain control of the system and influence its
behavior and decision-making process. Malicious manu-
facturers may deliberately leave backdoors in robot sys-
tems to quickly access robot systems in order to mon-
itor robots and their owners without the knowledge of
the owner [38]. For AI agents, backdoors are embed-
ded into the model during the training of LLM, allow-
ing attackers to manipulate model behavior using specific
trigger patterns during inference [39]. This type of attack
assumes a compromised supply chain or insider threat dur-
ing the hardware manufacturing or model training phase.
It is more feasible in scenarios where third-party vendors
are involved without rigorous auditing or when models
are trained using untrusted data sources or outsourced
infrastructure.

(b) Threats unique to swarm robots
i. Physical destruction: physical damage attacks directly

destroy the robot hardware or system, making it unable to
continue to perform tasks, and undermining the collabor-
ative capabilities of the swarm robot system. For example,
important values stored in memory can be destroyed by dir-
ectly heating the storage unit without any damage to the
device [40]. Similarly, for rechargeable batteries installed
inside the robot, potential battery exhaustion attacks can
be performed to drain the battery energy, or legitimate
batteries can be physically tampered with or swapped with
incorrect batteries [41], directly causing damage to the
robot system [42]. These attacks typically assume that the
adversary has direct physical access to the robot, either dur-
ing storage, maintenance, or idle phases, since live manip-
ulation is difficult in mobile or secure deployment envir-
onments. Battery or memory tampering is more realistic
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in warehouse, logistics, or deployment scenarios lacking
environment monitoring or physical safeguards.

3.1.2. Communication attack. Communication attack refers
to a type of security threat that interferes with, tampers with,
forges or destroys the communication process between indi-
viduals, affecting their information transmission, coordina-
tion, or collaboration capabilities, thereby causing the entire
system to fail, performance degradation, or mission failure.

(a) Common threats
The common threats include backdoor attack via communica-
tion, DoS/DDoS attack, authentication attack and man-in-the-
middle attack.
i. Backdoor attack via communication: attackers can

insert malicious code or commands through the commu-
nication network to control system behavior and affect
information transmission. Internal vulnerabilities in the
communication protocol can allow attackers to gain unau-
thorized access to the internal network of the robot
and intercept or modify any transmitted data [43]. For
example, in ABB RobotWare [44], various vulnerabilities
found in its industrial network gateway proved the feasibil-
ity of a complete remote attack on the manufacturing robot
system. Similarly, for AI agents, data containing different
triggers can be transmitted to AImodels to achieve the pur-
pose of a backdoor attack [45]. This type of attack assumes
that the communication protocol lacks end-to-end encryp-
tion or input validation, and that the system is exposed to
an open or semi-trusted network environment (e.g., indus-
trial IoT, public APIs, or edge devices). Attack feasibility
increases significantly in systems that allow remote access
without strict authentication or where protocol stacks are
outdated or unpatched.

ii. DoS/DDoS attack (denial of service/distributed denial
of service): DoS/DDoS attacks refer to sending a large
number of requests or data to the system, causing service
paralysis or resource exhaustion, so that swarm robots or
AI agents cannot continue to perform tasks. For robot sys-
tems that join the IoT, attackers can block the communic-
ation path by sending a large amount of data to some of
the nodes; based on the attack method, DoS attacks in AI
agents can be divided into data-oriented DoS attacks (such
as Sponge Examples) and flooding-oriented DoS attacks
(such as Intelligent Botnet), which destroy the availabil-
ity of agent services by significantly increasing resource
consumption [46]. These attacks generally assume that the
robots or AI agents expose accessible interfaces (e.g., open
ports, public IPs, or APIs) without rate-limiting, traffic
shaping, or anomaly detection. They are especially effect-
ive in systems deployed over the public internet or loosely
regulated internal networks where adversaries can gen-
erate high-volume or specifically crafted traffic without
immediate detection or blocking.

iii. Authentication attack: attackers can forge identity
information or tamper with communication data to bypass
authentication mechanisms and potentially steal sensitive

information or control systems. The design of some robot
application interfaces does not require a login portal,
allowing anyone to access them remotely [47]. In partic-
ular, for medical robots, malicious robots are introduced
into the system by forging identities, thereby harming
patients through surgery or in vivo, by providing incor-
rect medications, or by reporting medical data to unau-
thorized entities [48]. For AI agents, attackers can disguise
themselves as legitimate users to gain control of the agent
and then obtain legitimate user information or control the
system to harm the user. These attacks assume weak or
absent identity verification mechanisms, such as default
or hardcoded credentials, lack of mutual authentication,
or missing access control layers. It is particularly plaus-
ible in legacy systems, hospital intranets, or open-access
deployments where internal trust is assumed and endpoint
authentication is under-enforced.

iv. Man-in-the-middle attack: attackers insert themselves
between the communicating parties, usually acting as a
‘man-in-the-middle’, and can listen to and possiblymodify
or intercept the communication content between the two
without being noticed. In a swarm robot system, each robot
usually relies on wireless communication for coordina-
tion and information exchange. If an attacker acts as a
middleman, it will cause system data leakage or malfunc-
tion. In AI agent systems, especially in scenarios involving
remote control, sensor data, command transmission, etc.,
a middleman attack may cause the agent’s behavior to
change, such asmodifying the instructions of the autonom-
ous driving system, causing the vehicle to make danger-
ous decisions and cause an accident. This type of attack
assumes that communications are transmitted over unen-
crypted or poorly secured wireless channels, and that the
attacker has physical proximity or network access to inter-
cept traffic. It is especially plausible in Wi-Fi, BLE, or
open radio frequency systems without mutual authentica-
tion, certificate pinning, or strong key exchange protocols.

(b) Unique to AI agents
i. Jailbreak attack: AI agents usually implement inherent

predefined rule restrictions through model alignment tech-
nology to prevent the generation of harmful or malicious
content [46]. Jailbreak attacks bypass the above secur-
ity restrictions to cause the agent to generate harmful or
malicious content. Studies have shown that for GPT-3.5
and GPT-4, two long-term jailbreak attacks can achieve a
99% attack success rate [49]. This attack assumes that the
adversary has interactive access to the AI agent (e.g., via
chatbot interface or API) and the ability to submit carefully
crafted prompts over multiple turns. It is especially feasible
in systems lacking robust prompt sanitization, session-level
monitoring, or adversarial training against alignment cir-
cumvention techniques.

ii. Tool andAPImisuse: AI agents often invoke external tools
(e.g., browsers, code runners, databases) to fulfill multi-
step tasks [50]. If tool usage is not adequately authen-
ticated, attackers can manipulate agent behavior through
malicious API responses or system-level commands. This
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attack assumes the agent lacks output validation or tool exe-
cution isolation. It is especially likely in tool-augmented
agents that directly interface with OS-level utilities or fin-
ancial systems.

3.1.3. Digital attack. A digital attack is an attack on digital
systems or algorithms related to information processing, stor-
age, transmission, and decision-making that interferes with or
destroys a system’s ability to perform tasks, make decisions,
collaborate, or interact with other systems.

(a) Unique to swarm robots
i. Byzantine attack: the most common attack in swarm

intelligence systems is the Byzantine attack [51–53]. In a
Byzantine attack, an attacker can interfere with the normal
operation of a distributed system through malicious beha-
vior of nodes, such as the spread of contradictory messages
and forged data. This attack manifests itself as inconsist-
ency in the states of individual system nodes, failure of
consensus, or the spread of false messages. There are three
main types of Byzantine attacks. First, forged information
attack, in which malicious nodes mislead other nodes to
make wrong decisions by sending false state information
or data. Second, communication tampering attack, in which
malicious nodes selectively discard or refuse to forward key
information, blocking system communication. Third, Sybil
attack [54], in which malicious nodes create multiple false
identities to interfere with the system’s consensus process
with majority weight. This class of attacks assumes that the
swarm lacks a robust trust management or identity verific-
ation mechanism and that attackers can either compromise
legitimate nodes or inject new ones into the network. Such
conditions are more likely in open, ad hoc, or large-scale
decentralized deployments where individual nodes cannot
be fully authenticated.

(b) Unique to AI agents
i. Adversarial examples: attackers trick AI models into

making incorrect predictions or decisions by carefully
constructing input data (such as images, audio, sensor data,
etc). Such attacks usually target deep learning models and
can cause AI agents to make incorrect decisions that are
difficult to detect under normal circumstances. LLM is
able to perform timely semantic parsing on code, so it
is easily affected by adversarial inputs, especially inputs
generated by sentence-level perturbations [55]. This attack
assumes the model receives inputs from untrusted sources
and lacks sufficient adversarial training or input filtering.
It is more likely in open APIs or interactive systems.

ii. Poisoning attacks: poisoning attacks can be divided into
two categories: data poisoning and model poisoning. By
injecting malicious data into the training data, the attacker
disrupts the learning process of AI agents, thereby destroy-
ing the accuracy of the model and affecting its perform-
ance in the actual environment. For example, after inject-
ing poisoned data into the database, using only one million
of the poisoned samples can bring a 90% attack success

rate [56]. In a distributed environment, the attacker can
imitate the benign agent and upload the poisoned model
update in each round of communication, resulting in the
deterioration of the performance of the global agent [57].
This attack is especially feasible in federated or continual
learning systems without authentication or anomaly detec-
tion, and it assumes weak data validation or unsecured
model update processes.

iii. Hallucination attack: the hallucinations of AI agents can
be divided into active hallucinations and passive hallucin-
ations. Active hallucinations occur when the user inputs
normally, but due to certain biases in the data and know-
ledge in the training process, or defects in the training
and reasoning process itself, the agent deviates from the
user input and generates erroneous or illogical outputs in
the context of the real world [19]. Passive hallucinations
occur when the attacker induces the system to generate
false, unfounded or misleading output results by input-
ting specific prompts, thereby interferingwith its judgment
and decision-making. Passive hallucinations are especially
feasible in open-ended systems that accept free-form user
input without strong output filtering. These attacks assume
the model lacks mechanisms for factual grounding or real-
time validation.

iv. Reinforcement learning attacks: in a reinforcement
learning system, AI agents interact with the environment,
select actions based on the state, learn based on the reward
signal, and adjust the policy to maximize the cumulative
reward [19]. Attackers change the behavior of AI agents
by interfering with the reward signal. For example, in
an autonomous driving system, an attacker may encour-
age the system to choose dangerous driving behaviors by
modifying the reward signal, such as driving fast or ignor-
ing traffic signals for higher rewards. This attack assumes
that the reward signal is externally observable or modi-
fiable, and that the agent lacks verification mechanisms
for reward integrity, and it is more likely in simulated or
loosely coupled training environments.

v. Prompt injection: in natural language processing mod-
els (especially LLMs), the input prompts determine the
output of the model. By injecting specific text or instruc-
tions, attackers can destroy the original intention or pur-
pose of the model and force it to generate harmful or incor-
rect output. In addition to traditional injection attacks,
Liu et al proposed Houyi [58], an innovative black-box
rapid injection attack based on traditional Web injection
techniques, which revealed serious attack consequences
such as unlimited arbitrary use of LLMs and rapid theft.
This attack assumes that the model processes untrusted or
mixed-source input, such as user content combined with
system instructions. It is particularly feasible in applica-
tions lacking prompt separation, user role isolation, or out-
put validation.

3.2. Privacy threats

For swarm robotic systems, critical assets include sens-
ory data streams, actuation and control signals, inter-agent

9



J. Reliab. Sci. Eng. 1 (2025) 032001 Topical Review

Figure 5. The privacy threats of swarm robots and AI agents.

communication channels, and the underlying coordination and
consensus protocols. In the context of AI agents, key assets
requiring protection comprise model parameters (both inter-
mediate and final), proprietary or sensitive training datasets,
inference outputs, and embedded decision-making algorithms
or policies. However, memorization threats and privacy leak-
age represent significant vulnerabilities that may arise across
the physical, communication, and digital layers of the system
lifecycle. The primary categories of privacy threats are illus-
trated in figure 5.

3.2.1. Memorization threats. Both swarm robots and AI
agents need to store and use certain data from users, the envir-
onment, and other parts of the system to perform tasks, so they
will face privacy risks in shared data memory and information
dissemination.

(a) Common threats
i. Memory leakage of shared data: for both swarm robots

and AI agents, some user data needs to be stored and
used. Although this memory function helps to improve the
service quality, it also brings potential privacy risks. For
example, the systemmay inadvertently remember the user’s
sensitive information, which may be leaked to unauthor-
ized third parties if it is not cleared in time. In addition,
the heterogeneous multimodal data collected and stored
in the system increases the complexity of privacy protec-
tion, because the protection mechanism applicable to text
may not be applicable to the protection of image [15]. This
threat assumes that stored data is not encrypted, access
control is weak, or memory persistence lacks automated
clearing mechanisms. The risk is amplified in systems
that continuously log or cache user interaction data across
modalities.

(b) Threats unique to swarm robots
i. Shared memory leakage between nodes: for swarm

robots, one of the unique challenges is shared memory and
communication between nodes. Since such systems rely on
collaboration between multiple nodes to complete tasks,

improper data management between nodes or the lack of
an effective coordination mechanism may lead to sensit-
ive information leakage. This risk is particularly prominent
when nodes frequently exchange data. In addition, if the
system fails to clearly define the scope of data authoriza-
tion, or if there is a lack of data protection between nodes,
memory information may be leaked in situations where it
should not be shared. This attack assumes the swarm system
does not enforce strict access control, encryption, or com-
munication isolation between nodes. It is especially feasible
in dynamic or ad hoc swarm networks with limited central
coordination.

(c) Threats unique to AI agents

i. Personalized memory leakage: memory interactions in
AI agent systems involve storing and retrieving inform-
ation throughout the agent’s use, which involves three
basic stages. 1) The agent collects information from the
environment and stores it in memory; 2) Once stored, the
agent processes this information to convert it into a more
usable form; 3) The agent uses the processed informa-
tion to inform and guide its next action. In other words,
memory interactions allow AI agents to record user prefer-
ences, absorb valuable information from previous interac-
tions, and use this acquired knowledge to improve service
quality [59]. If these personalized memories are not effect-
ively protected (for example, unencrypted or uncleaned),
they may cause the user’s private information to be inad-
vertently leaked. It is more likely in long-running person-
alized agents that retain state across sessions.

ii. Long-term data accumulation leakage: over time, AI
agents will gradually accumulate a large amount of user
data, forming a huge database of user private information.
This data may be abused or leaked without adequate pri-
vacy protection measures. If long-term storage lacks proper
data minimization, encryption, or audit mechanisms. The
risk increases when user data is retained indefinitely for
personalization or analytics without periodic review or
anonymization.
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3.2.2. Privacy leakage. Privacy leakage is a significant con-
cern for both swarm robots and AI agents, particularly in how
sensitive data is shared, transmitted, and stored.

(a) Common threats
i. Privacy leakage during information transmission: both

share information between different nodes or agents. Once
the information is not properly encrypted during transmis-
sion, or there are loopholes in the transmission mechanism
itself, malicious attackers will have an opportunity to take
advantage of it.

(b) Threats unique to swarm robots
i. Privacy risks of collective decision-making: swarm robot

systems usually achieve mission goals through collect-
ive decision-making or consensus algorithms. If these
decisions rely on sensitive user data and the algorithm
design is not secure enough, information in the decision-
making process may be inadvertently exposed. To reach
a consensus, robots must exchange their status informa-
tion with each other on public communication channels.
Adversaries can monitor public communication channels
and obtain private information of individual robots, and
other nodes may also steal information [60].

ii. Unauthorized data sharing: for swarm robot systems
where robots with sensitive identities exist in the group,
attackers can observe and collect the robot’s motion
data and infer sensitive identities such as the leader,
thereby obtaining sensitive information about the system’s
identity [61].

(c) Threats unique to AI agents
i. Direct information leakage: AI agents collect a lot of

personal information from users, such as health, location,
shopping history, etc. If this information is not encrypted
or effectively protected, malicious attackers or unauthor-
ized third parties may obtain this sensitive data, resulting
in privacy leakage.

ii. Model inversion/Model stealing attack: AI agents optim-
ize their decision-making or behavior models based on this
collected information and historical data. If these mod-
els store sensitive data of users and the models are not
adequately protected (such as encryption or isolation),
attackers may obtain user privacy through model steal-
ing attacks, model inversion attacks, and other means.
For example, an attacker can extract model information,
by querying the model and observing the corresponding
responses, and then steal the target model without access-
ing the original data [62]; for malicious users with access
to vector databases and text insertion pairs in the model
used to generate data, malicious users can learn a function
that copies text from the embedding, thereby obtaining user
privacy [63].

4. Countermeasures of swarm robots and AI agents

Implementing effective security strategies and privacy-
preserving techniques is crucial for swarm robotics and AI

agents. This section explores these strategies and techniques,
along with their integrations.

4.1. Security strategies and privacy-preserving techniques

While there is a degree of overlap between security strategies
and privacy-preserving techniques, their objectives and meth-
odologies differ:

• Security strategies primarily focus on protecting sys-
tems from external threats, unauthorized access, and
cyber-attacks.

• Privacy-preserving techniques are designed to ensure data
confidentiality and minimize the risk of sensitive informa-
tion exposure.

Recent research comprehensively demonstrates the defini-
tion, scope, and strategies of digital security from a design
perspective [64], while other work provides a literature review
of cybersecurity in the domains of AI, blockchain, and cloud
computing [65]. Inspired by these studies, our paper presents
a detailed comparison of security strategies and privacy-
preserving techniques, along with their relevance to swarm
robots and AI agents, as shown in table 3. To provide a com-
prehensive classification, we categorize these methods based
on their objective, as well as their implementation across the
physical layer, communication layer, and application layer,
including specific use cases. This classification provides a
structured framework for evaluating security and privacy tech-
niques in swarm robotic systems and AI agents, ensuring both
resilience against attacks and compliance with privacy con-
straints in real-world applications.

4.2. Countermeasures to swarm robots

4.2.1. Security threat countermeasures. The security of
swarm intelligence systems is critical to ensuring their stable
operation and gaining widespread trust and adoption in prac-
tical applications. Since a single security mechanism can often
defend against multiple types of attacks, we categorize secur-
ity solutions based on their underlying defense techniques in
this section, as shown in table 4.

• Neighborhood filtering
Achieving consensus in swarm systems is crucial for coordin-
ated task execution. Neighborhood filtering techniques are
widely adopted to identify and isolate malicious agents by
comparing a node’s behavior with that of its neighbors.

For example, the mean subsequence reduced (MSR)
algorithm [66] effectively filters out anomalous values from
potentially compromised neighbors. Building on this, joint
robustness [67] extends the static graph analysis to dynamic
topologies, improving resilience in time-varying communic-
ation networks. The weighted MSR algorithm [68] further
strengthens detection by incorporating physical signal finger-
prints; however, it assumes prior signal profiles and is lim-
ited in environments with restricted information propagation.
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Table 3. Comparison of security strategies and privacy-preserving techniques for swarm robots and AI agents.

Category Security strategies (protecting system & network)
Privacy-preserving techniques (protect data &
identity)

Objective Prevent unauthorized access, cyber-attacks, and
system vulnerabilities

Ensure data confidentiality, minimize exposure,
and prevent re-identification

Physical layer (Hardware, sensors,
actuators)

- Secure boot & firewalls
- Physical access control (e.g., biometric

authentication, smart locks, secure element)

- Anonymous authentication (e.g.,
zero-knowledge proofs, unlinkable credentials)

- Trusted execution environments
- Power side-channel attack mitigation

Communication layer (Network, data
transmission, swarm coordination)

- Byzantine Fault Tolerance
- Blockchain

- HE
- Onion routing (e.g., Tor)
- Private set intersection
- Federated learning

- Secure communication protocols (e.g., TLS,
VPN, IPsec)

- End-to-end encryption (AES, RSA)

Application layer (AI models, swarm
intelligence, data processing)

- Access control & authentication (Threshold
limitation, multi-factor authentication, RBAC)

- Input/output filtering
- Data sanitization
- Adversarial training
- Reinforcement learning

- MPC
- DP
- ZKPs
- Federated learning
- Poisoned samples filtering
- Knowledge distillation
- Model watermarking

Use cases in swarm robots Secure communication between agents,
encrypted control signals, fault tolerance in
decentralized networks

Privacy-aware mission planning, secure sharing
of sensor data without exposing sensitive
locations

Use cases in AI agents Protection against adversarial attacks, encrypted
model updates, secure API access

Privacy-preserving AI training, DP in data
processing

To address these limitations, a decentralized blacklist pro-
tocol [69] enables robots collaboratively share accusation data
and execute a graph-matching algorithm to generate blacklists.
Similarly [70], introduces two distributed schemes based on a
two-hop communication mechanism, enabling nodes to detect
abnormal behavior in their neighbors and achieve resilient
consensus. These approaches have been effectively implemen-
ted in swarm robots and UVA cooperation. However, scalabil-
ity in large networks and adaptability to highly dynamic con-
ditions remain open challenges.

• Physical signal analysis

Physical signals and infrastructures are effective for detect-
ing malicious nodes, particularly in the case of Sybil attacks
[71] proposes a defensemechanism leveragingwireless signal
analysis. This approach extracts unique spatial fingerprints
from the scattering and absorption characteristics of wireless
signals in the environment, making them difficult for attack-
ers tomanipulate, thereby enhancing robustness and resistance
to tampering. In real-world robotic swarms, ScatterID [72]
demonstrates a lightweight system solution using battery-free
backscatter tags for single-antenna robots to enable secure
identification even in resource-constrained systems.

In crowdsourced intelligent transportation systems [73],
explores the use of noise data from traditional sensor infra-
structures and vehicle dynamics inferred from crowdsourced
data to detect and counteract virtual congestion and path-
planning disruptions caused by malicious actors reporting
fake ‘ghost’ vehicles. While effective, these approaches often
require hardware integration and may struggle in environ-
ments with high signal variability or interference.

• Blockchain
Blockchain technology has been increasingly applied to
enhance the security of swarm intelligence systems. The first
integration of swarm intelligence and blockchain was pro-
posed by Castelló Ferrer [74], who highlighted blockchain
as a key technology for advancing swarm robotics, particu-
larly in secure communication, distributed decision-making,
and innovative business models. Subsequently [75], provides
the first real-world proof-of-concept for using blockchain in
robot coordination, detailing its implementation and experi-
mental validation.

Furthermore [76], introduces a blockchain- and token-
based security framework, where smart contracts manage
token allocation among robotic agents, rewarding honest par-
ticipants and eliminating Byzantine nodes. Similarly [77],
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Table 4. Summary of key literature on security threat countermeasures to swarm robots.

Countermeasure Publication

⋆ Method
• Advantages
◦ Limitations

Neighborhood filtering [66] MSR algorithm ⋆ MSR algorithm filters out abnormal values from neighbors.
• Robust against random failures and faulty nodes.
◦ Requires predefined threshold, may not adapt well to dynamic adversaries.

[67] Joint robustness ⋆ Extends robustness concept to time-varying communication graphs.
• Ensures resilience in dynamic networks.
◦ Computational overhead increases with graph complexity.

[68] W-MSR algorithm ⋆ Incorporates physical signal fingerprint analysis into MSR.
• Enhances security by leveraging physical-layer properties.
◦ Limited scalability; depends on stable physical signals.

[69] Decentralized
blacklist protocol

⋆ Uses graph-matching algorithms and shared accusation data.
• Effectively isolates malicious agents in collaborative environments.
◦ Potential false positives in noisy conditions.

[70] Two-hop
communication
mechanism

⋆ Leverages two-hop neighbor data to detect malicious nodes.
• Reduces direct influence of malicious nodes in small networks.
◦ Additional communication overhead in large-scale systems.

Physical signal analysis [71] Wireless
signal-based detection

⋆ Uses wireless signal propagation characteristics for identity verification.
• Hard to forge physical-layer features.
◦ Requires specialized hardware for signal analysis.

[72] ScatterID
lightweight system

⋆ Uses ultra-lightweight backscatter tags on robots.
• Energy-efficient and lightweight for mobile agents.
◦ Limited deployment in environments without signal interference.

[73] Noise data usage ⋆ Uses sensor noise data and crowdsourced vehicle dynamics to verify congestion
reports.
• Effectively filters out fake traffic congestion attacks.
◦ Requires high participation for reliable detection.

Blockchain [74] Basic blockchain ⋆ Proposes blockchain-based secure communication and decision-making.
• Ensures data integrity and prevents tampering.
◦ High computational and storage costs.

[75] Proof-of-concept ⋆ Proof-of-concept study on robot coordination using blockchain.
• Provides decentralized trust mechanism.
◦ Latency issues in real-time applications.

[76] Smart contract ⋆ Uses smart contracts to manage token distribution.
• Encourages cooperative behavior through incentives.
◦ Token economy may be vulnerable to manipulation.

[77] Meta-controller ⋆ Implements smart contracts to prevent identity forgery.
• Prevents identity spoofing in multi-agent systems.
◦ Smart contract vulnerabilities can still be exploited.

[78] High-throughput
protocol

⋆ Develops a blockchain-based communication framework for mobile networks.
• Enables secure decentralized communication.
◦ Scalability issues for large swarm sizes.

Reinforcement learning [79] Two-stage intrusion
detection

⋆ Combines signature-based and anomaly-based intrusion detection using deep
learning.
• Provides adaptive detection of novel attacks.
◦ Requires continuous retraining with new attack patterns.

[80] Adversarial deep
reinforcement learning

⋆ Uses LSTM for attack prediction and GANs to model threats.
• Enhances resilience against evolving adversarial strategies.
◦ High computational requirements; adversarial attacks on the model itself are
possible.

[81] Reinforcement
learning for UAV
security

⋆ Enables UAVs to autonomously learn and respond to threats.
• Adaptive security mechanism for UAVs.
◦ Requires extensive training and real-world validation.

(Continued.)
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Table 4. (Continued.)

Countermeasure Publication

⋆ Method
• Advantages
◦ Limitations

Security protocols [82] Coordinators and
state controllers

⋆ Uses a decentralized architecture without a central trust server.
• Eliminates reliance on a single point of failure.
◦ Requires high system complexity to maintain security.

[83] QR-swarm protocol ⋆ Implements a distributed authentication scheme based on Fiat-Shamir.
• Provides a lightweight identity verification mechanism.
◦ Vulnerable to precomputed attacks if key updates are infrequent.

[84] Unif-swarm
protocol

⋆ Extends QR-Swarm to provide a unified zero-knowledge proof framework.
• Improves privacy while maintaining authentication.
◦ Computational overhead compared to non-cryptographic methods.

[85] DL-swarm &
CDH-swarm protocols

⋆ DL-Swarm extends Unif-Swarm; CDH-Swarm leverages Computational
Diffi–Hellman.
• Enhances authentication security in swarm networks.
◦ Requires significant cryptographic processing power.

employs smart contracts as meta-controllers in collective
perception scenarios to prevent identity forgery in robotic
swarms. In another study [78], develops a high-throughput
communication framework for decentralized mobile ad hoc
networks, using blockchain as a security foundation for swarm
robotic systems composed of Pi-puck robots. However, chal-
lenges remain in balancing latency, energy consumption, and
throughput, particularly in time-critical applications such as
UAV swarms or rescue robots.

• Reinforcement learning

Reinforcement learning has also been explored for detect-
ing and mitigating attacks in swarm intelligence systems.
For instance [79], proposes a two-stage intrusion detec-
tion system consisting of a signature-based detection mod-
ule and an anomaly detection module. The latter leverages
deep neural networks to detect command deviations from
expected behavior. Additionally [80], develops an adversarial
deep reinforcement learning algorithm to improve resili-
ence against malicious interventions. Specifically, each robot
employs long short-term memory (LSTM) networks to pre-
dict distance variations caused by external interference and
GANs to simulate and assess potential attacks, ensuring the
swarm system remains stable in adversarial environments.
Furthermore [81], implements a reinforcement learning-based
secure UAV system, allowing drones to autonomously learn
and respond to the behaviors of both targets and potential
intruders.

• Security protocols

In the domain of secure protocol design for swarm intelligence
systems [82], introduces a security architecture that eliminates
the need for a central trust server. To enable cooperative beha-
vior among multiple robots while ensuring non-repudiation,
traceability, and resistance to malicious attacks, the study pro-
poses using coordinators and state controllers to record the
state changes of participating robots in Winternitz Stack,
providing historical records and verifiable logs.

For node security verification, researchers have proposed
multiple security protocols, includingQR-Swarm [83], Unif-
Swarm [84], DL-Swarm, and CDH-Swarm [85]. QR-Swarm
is a distributed authentication protocol based on the Fiat-
Shamir framework, while Unif-Swarm extends QR-Swarm
into a unified zero-knowledge proof protocol, offering a
more comprehensive security framework applicable to vari-
ous swarm intelligence systems. DL-Swarm is a specific
implementation of Unif-Swarm, whereas CDH-Swarm fur-
ther enhances protocol security certainty by leveraging com-
putational Diffie–Hellman security mechanisms. These proto-
cols are theoretically sound and show strong potential in con-
trolled testbeds. However, their integration into heterogeneous
swarms with limited bandwidth and energy constraints needs
further validation through field trials.

4.2.2. Privacy threat countermeasures. Data leakage in
swarm intelligence systems primarily occurs during the con-
sensus formation process. Existing consensus algorithms
require each node in the system to exchange explicit state
information with its neighbors, leading to potential privacy
breaches. To address this issue, various privacy-preserving
methods have been proposed for consensus algorithms, includ-
ing HE, DP, observability-based protection, and federated
learning. The following sections elaborate on these approaches
and the summary is shown in table 5.

• Homomorphic encryption
HE, a widely used end-to-end encryption method, plays a
crucial role in data transmission and consensus computation.
Study [86] proposed a method for undirected networks that
employs partial HE to enable secure interactions between
nodes in a system without relying on an aggregator, thereby
preventing privacy leaks. Similarly, by integrating a dynamic-
ally changing quantizer with the Paillier cryptosystem, study
[87] introduced an encrypted control algorithm for solving
the average consensus problem in distributed systems with
strongly connected directed graphs as their communication
topology. This approach not only effectively addresses the
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Table 5. Summary of key literature on privacy threat countermeasures to swarm robots.

Countermeasure Publication

⋆ Method
• Advantages
◦ Limitations

Homomorphic encryption [86] Secure P2P consensus ⋆ Partial HE for secure P2P interactions.
• Enhances decentralization and privacy.
◦ Computational and communication overhead.

[87] Encrypted average consensus ⋆ Paillier cryptosystem with dynamic quantizers.
• Accurate consensus with lower complexity.
◦ Increased encryption overhead.

[88] Logistics privacy optimization ⋆ Local HE with swarm intelligence for logistics
• Optimizes while preserving privacy.
◦ High computational burden.

Differential privacy [89] Event-triggered DP consensus ⋆ DP-enhanced consensus with event-triggered updates.
• Reduces communication and computation cost.
◦ Accuracy loss due to DP noise.

[90] LDED encoding for DP ⋆ Logarithmic encoding-decoding to reduce DP errors.
• Balances privacy and accuracy.
◦ Minor quantization errors.

[91] DP for swarm intelligence ⋆ A general framework of DP on swarm intelligence.
• Maintains performance while preserving privacy.
◦ Efficiency trade-offs.

Observability-based protection [92] Privacy index ⋆ Quantifies node observability for privacy analysis.
• Provides a quantitative metric for privacy assessment.
◦ Increased node cooperation can lead to higher communication
costs

[93] Opinion-inspired privacy ⋆ Iterative consensus with opinion-based privacy
• Privacy without encryption overhead.
◦ Less effective in highly dynamic or large-scale systems.

Federated learning [94] FL + Swarm optimization ⋆ FL with swarm optimization for distributed tasks.
• Enables privacy-preserving distributed optimization.
◦ Potential data and model heterogeneity challenges.

[95] P2P asynchronous FL for robots ⋆ Reputation-aware coordination for securing intelligent mobile
robots in 5 G networks.
• Secure, reputation-aware dynamic coordination.
◦ Vulnerable to model poisoning and inference attacks.

[96] Defending FL against poisoning ⋆ Knowledge distillation and feature map filtering to mitigate
feature map poisoning attacks.
• Enhances model robustness against poisoning attacks.
◦ Does not fully address data heterogeneity issues.

[97] Decentralized FL with Reputation ⋆ Using unlinkability and reciprocity principles, with a
decentralized reputation management system.
• Reduces computational cost and detects malicious updates.
◦ May require additional incentives to ensure node compliance.

average consensus problem but also reduces computational
complexity while maintaining accuracy. Furthermore, study
[88] combined a bottom-up swarm intelligence approach
with local rule-based homomorphic encryption techniques
to achieve secure multi-party optimization in the logist-
ics industry, enhancing both optimization efficiency and
data privacy protection. Compared to traditional unencryp-
ted optimization methods, this approach ensures the feas-
ibility and effectiveness of optimization while maintaining
data security. However, these encryption-based algorithms
introduce additional computational and communication
overhead.

• Differential privacy
Various studies have explored differential privacy techniques
to protect user data privacy during the consensus formation
process. For example, study [89] proposed a distributed event-
triggered mechanism combined with a differential privacy
consensus algorithm, effectively reducing the frequency of
real-time communications and controller updates while safe-
guarding data privacy. This approach significantly reduces
system communication and computational overhead compared
to traditional periodic communication mechanisms. However,
it may introduce accuracy issues. To mitigate the quantiza-
tion errors caused by DP during data transmission and balance
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privacy protection with consensus accuracy, study [90] pro-
posed a logarithmic dynamic encoding-decoding scheme.

Beyond consensus formation, differential privacy tech-
niques have also been applied to optimizing swarm intelli-
gence algorithms. Study [91] was the first to integrate DP
into swarm intelligence, introducing a general framework for
differentially private swarm intelligence algorithms. This
framework allows for individual data privacy protection while
maintaining optimization performance during the optimiza-
tion process. While DP is computationally lightweight and
scalable, its effectiveness depends heavily on the privacy
budget and system noise tolerance. High noise levels can
impair coordination, limiting applicability in high-precision
tasks.

• Observability-based protection

Observability-based privacy protection methods leverage the
observability theory of dynamic systems to study how state
information leaks in system dynamics, preventing adversar-
ies from inferring node privacy information through system
evolution observations. Study [92] proposed a ‘privacy index’
to quantify the minimum number of agents needed to recon-
struct a system’s initial state. A higher privacy index implies
greater resistance to inference attacks, but may increase the
system’s communication and computational complexity. A
practical application of this concept is seen in collaborative
drone surveillance missions, where preserving the location of
high-value targets is crucial. Ensuring that no single drone’s
data stream can reveal mission-critical details without aggreg-
ating data from several nodes can deter adversarial inference.

Additionally, study [93], inspired by the public and
private opinion framework in social networks, proposed
a novel iterative algorithm. By designing separate inter-
action variables and actual state variables, the algorithm
achieves privacy protection naturally without requiring addi-
tional privacy-preserving technologies, enhancing the effect-
iveness of privacy protection and explainability of framework.
These methods are lightweight, but assume adversaries pos-
sess observational capabilities that may not always be practical
in constrained environments.

• Federated learning

Federated learning, an effective solution to the data silo prob-
lem, also plays a significant role in protecting data privacy in
swarm intelligence systems. The core idea of federated learn-
ing is to enable collaborative model training among distributed
clients without sharing raw data. For example, study [94] com-
bined particle swarm optimization with federated learning to
develop a privacy-preserving swarm intelligence optimization
algorithm.

Similarly, to enhance the security and robustness of intel-
ligent mobile robots in 5 G and future networks, study
[95] introduced a peer-to-peer (P2P) privacy-perceiving asyn-
chronous federated learning framework. This framework util-
izes a reputation-aware coordination mechanism to dynam-
ically organize multiple intelligent devices into a virtual

swarm intelligence system, ensuring an encrypted P2P fed-
erated learning process. However, traditional federated learn-
ing frameworks still face security threats such as poisoning
attacks, model inversion attacks, gradient leakage, and infer-
ence attacks.

To counter these threats, researchers have integrated DP,
secure MPC, and HE. For instance, researchers proposed a
feature map poisoning attack and a dual defense mechan-
ism against federated prototype learning (FedProto) in study
[96]. Their approach explored the vulnerability of FedProto
to feature map poisoning attacks and improved the prediction
accuracy of compromised models by 1–5 times using full-
knowledge distillation and feature map filtering. However,
this solution does not account for challenges related to data
and model heterogeneity.

Similarly, study [97] proposed a decentralized federated
learning framework that incorporates unlinkability and reci-
procity principles to ensure privacy and security. This frame-
work utilizes a decentralized reputation management sys-
tem to incentivize compliance among nodes, maintaining
model integrity while protecting privacy. By detecting mali-
cious updates and reducing computational costs, it outper-
forms DP and HE.

4.3. Countermeasures to AI agents

4.3.1. Security threat countermeasures. Due to the
diversity of attacks, security defense methods also vary sig-
nificantly. We primarily categorize defense methods into fil-
tering, DP, fine-tuned reinforcement learning, and others, as
shown in table 6.

• Filtering
Filtering is an effective defense mechanism against various
attacks, including DoS attacks, backdoor attacks, data pois-
oning attacks, and hallucinations. The core idea of filtering is
to detect and eliminate abnormal inputs and outputs, ensur-
ing that only legitimate data is processed by the model. This
approach often incorporatesmanual control over datasets to
enhance model reliability and security.

Several studies have explored filtering as a countermeasure.
Zeng et al [99] propose AutoDefense, a multi-agent frame-
work designed to defend against jailbreak attacks by filtering
harmful LLM responses without modifying user inputs, ensur-
ing robust content moderation without restricting user intent.
Additionally, Neural Cleanse [100] enhances model inter-
pretability and defense against backdoor attacks by identify-
ing anomalous activations in neurons. Its reverse-engineering
approach detects suspicious triggers with minimal false posit-
ives, though its scalability to large LLMs remains limited.

Additionally, SelfCheckGPT [101] is introduced as a
self-verification method to detect hallucinations by compar-
ing consistency across multiple generated responses. This
method enables real-time identification of factual inconsist-
encies, improving the trustworthiness of AI-generated con-
tent. Filtering offers high interpretability and task-specific
protection. However, it requires domain knowledge for
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Table 6. Summary of key literature on security threat countermeasures to AI agents.

Countermeasure Publication

⋆ Method
• Advantages
◦ Limitations

Filtering [99] AutoDefense ⋆ Multi-agent framework filters harmful LLM responses without
altering user inputs.
• Maintains user intent while ensuring robust content moderation.
◦ May not fully detect adversarially crafted harmful inputs.

[100] Neural Cleanse ⋆ Identifies and neutralizes compromised neurons sensitive to
backdoor triggers.
• Effectively mitigates backdoor attacks and enhances model
integrity.
◦ Computationally expensive and may not generalize to all
backdoors.

[101] SelfCheckGPT ⋆ Self-verification by cross-checking multiple responses for
consistency.
• Improves factual reliability of AI-generated content.
◦ Limited to detecting inconsistencies rather than preventing
hallucinations.

Differential privacy [102] DP-gradient smoothing ⋆ Adds DP noise to training data or gradients to reduce the impact
of poisoning.
• Strengthens model robustness against data poisoning and
backdoor attacks.
◦ Can degrade model accuracy due to added noise.

Fine-tuned reinforcement learning [103] Three-round fine-tuning ⋆ Three-round fine-tuning to minimize harmful responses and
enhance performance.
• Balances security with improved model responses.
◦ Requires large-scale human feedback data.

[104] Code repair RL ⋆ Uses semantic and syntactic reward mechanisms for secure
program repair.
• Enhances robustness and correctness of generated code.
◦ Computational overhead in RL optimization.

[105] Offline RL alignment ⋆ Uses FA, RWR, and CA to align models.
• Aligns models with human preferences without direct interaction.
◦ Requires well-curated human feedback for effective alignment.

Robust optimization [106] Robust instruction tuning ⋆ Fine-tunes multi-modal models using robust instruction tuning to
mitigate hallucinations.
• Enhances model reliability and reduces incorrect outputs.
◦ May require significant domain-specific data for tuning.

Blockchain [107] Federated blockchain ⋆ Integrate Hyperledger Fabric and low rank adaptation
hyperparameters.
• Improve the security, transparency, and verifiability of the
unlearning process.
◦ Computationally expensive and requires more settings.

Audit & red teaming [108] ARCA ⋆ Uses discrete optimization techniques to systematically audit
LLM behavior.
• Identifies vulnerabilities and improves security through
automated audits.
◦ Computationally expensive and may struggle with dynamic
adversarial strategies.

Formal security policies [109] Formal security guarantees ⋆ Introduce novel and flexible domain-specific languages for
specifying security policies, thereby helping to prevent security
vulnerabilities in real-world deployments.
• A new domain specific language that allows flexible specification
for security rules for agents.
◦ Different tasks require tailored security rules, which limit the
generalizability of such formal security approaches.

17



J. Reliab. Sci. Eng. 1 (2025) 032001 Topical Review

rule-setting, and real-time filtering can be computationally
intensive.

• Differential privacy
DP is an effective method for countering poisoning attacks.
For example, adding DP noise to training data or gradients
during the training process can enhance a model’s robustness
against both data poisoning and backdoor attacks. Xu et al
[102] introduce a differentially private training method that
smooths training gradients in text classification tasks. This
serves as a general defense mechanism against data poison-
ing attacks, reducing the impact of maliciously manipulated
data. However, DP is more commonly used for privacy pre-
servation, ensuring that sensitive user data remains protected
during model training.

• Fine-tuned reinforcement learning
Reinforcement learning with human feedback helps prevent
hallucinations in AI agent systems by incorporating external
feedback and reward mechanisms to regulate the behavior.
Dai et al [103] propose a method designed to reduce harm-
ful responses while enhancing model performance through
a three-round fine-tuning process. Similarly, for security
hardening and code robustness, study [104] introduces a rein-
forcement learning-based method for program-specific repair.
This approach integrates semantic and syntactic reward
mechanisms, focusing on both functional correctness and
security enhancements in generated code.

Furthermore, Hu et al [105] present an offline learn-
ing framework based on human feedback, enabling LLM
alignment without direct interaction with environments. This
framework explores techniques such as filtering alignment
(FA), reward-weighted regression (RWR), and conditional
alignment (CA) to better align models with human pref-
erences. There are other similar studies on aligning AI
agents through reinforcement learning-based fine-tuning, such
as [110, 111].

• Others
There are several other widely used countermeasures for
enhancing the security and reliability of agent AI systems,
such as robust instruction tuning, blockchain, audit and
red teaming. Robust enhances model resilience by refining
response patterns through curated prompts, reducing suscept-
ibility to adversarial manipulation and misalignment [106].
A comprehensive survey on the use of blockchain for LLM
security and privacy has been conducted [112]. Specifically,
a federated trustchain, blockchain-enhanced LLM training,
and an unlearning method have been proposed to enhance
the security of AI agents [107]. Automated auditing and red
teaming employ adversarial testing to identify vulnerabilities,
reinforcing defenses against jailbreaks, prompt injections, and
unintended outputs [108]. Formal security guarantees offer an
alternative approach to building secure and controllable AI
agents by introducing novel and flexible domain-specific lan-
guages for specifying security policies, thereby helping to pre-
vent security vulnerabilities in real-world deployments [109].

It is a new domain specific language that allows flexible spe-
cification for security rules for agents. However, different tasks
may require tailored security rules, which limit the generaliz-
ability of such formal security approaches.

4.3.2. Privacy threat countermeasures. The privacy threat
countermeasures can be divided into different privacy, data
anonymization, federated learning, and others, as shown in
table 7.

• Differential privacy
DP provides a rigorous framework that introduces noise dur-
ing the training or fine-tuning of LLMs, making it infeas-
ible to extract the original training data. Several studies have
explored DP-based fine-tuning for privacy preservation, such
as EW-Tune [113], which optimizes noise injection. Given a
finite number of compositions, EW-Tune induces less noise in
stochastic gradient descent (SGD) compared to state-of-the-art
methods, ensuring better utility while maintaining privacy.

To enhance privacy in LLM inference, Mai et al [114] pro-
pose the Split and Denoisemethod, leveraging local DP. SnD
allows clients to introduce noise before transmitting embed-
dings to the server, which then returns denoised output embed-
dings for downstream tasks. However, most LLMprivacy eval-
uations treat individual text records as the privacy unit, lead-
ing to inconsistent privacy guarantees when user contributions
vary.

To ensure uniform privacy protection across users [115],
investigates user-level DP using Group Privacy and User-wise
DP-SGD schemes. Similar approaches employ two DP-SGD
variants: example-level sampling with per-example gradient
clipping and user-level sampling with per-user gradient clip-
ping. These techniques enhance privacy protection by aligning
guarantees at the user level rather than the record level.

• Data anonymization
Chen et al [116] introduce the HaS framework, a light-
weight solution for prompt privacy protection. ‘H(ide)’ and
‘S(eek)’ represent its two core processes: hiding private entit-
ies for anonymization and seeking private entities for de-
anonymization. To minimize the exposure of sensitive PII in
prompts, LegalGuardian [117] employs named entity recog-
nition (NER) techniques to mask and unmask confidential PII
within text. Additionally, several other approaches enhance
privacy in human-LLM interactions, including IncogniText
[118], which implements privacy-enhancing conditional text
anonymization through LLM-based private attribute random-
ization and Adanonymizer [119], designed to navigate and
balance the trade-off between privacy protection and output
quality in human-LLM interactions.

• Federated learning
Fine-tuning requires user behavior data, which poses signific-
ant privacy risks due to the incorporation of sensitive informa-
tion. The unintended disclosure of such data could violate data
protection laws and raise ethical concerns. Integrating feder-
ated learning with foundation models presents a promising
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Table 7. Summary of key literature on privacy threat countermeasures to AI agents.

Countermeasure Publication

⋆ Method
• Advantages
◦ Limitations

Differential privacy [113] EW-Tune ⋆ Optimizes noise injection in DP-based fine-tuning to reduce noise in
SGD while preserving privacy.
• Enhances utility while maintaining privacy.
◦ Limited to finite compositions, which may impact model accuracy.

[114] SnD ⋆ Local DP-based method that introduces noise to embeddings before
transmission and denoises outputs.
• Enhances privacy in LLM inference while retaining usability.
◦ Privacy guarantees vary due to inconsistent record-level evaluations.

[115] User-level DP ⋆ Implements Group Privacy and DP-SGD schemes using ELS and
ULS for better privacy protection.
• Provides uniform privacy guarantees across users.
◦ Potential trade-offs between privacy strength and model performance.

Data anonymization [116] HaS framework ⋆ Uses “Hide” (anonymization) and “Seek” (de-anonymization) for
prompt privacy protection.
• Lightweight and efficient anonymization for prompts.
◦ Effectiveness depends on the robustness of entity detection.

[117] LegalGuardian ⋆ Uses NER to mask and unmask PII within prompts.
• Reduces PII exposure without degrading text quality.
◦ Accuracy depends on NER performance.

[118] IncogniText ⋆ Implements LLM-based private attribute randomization for text
anonymization.
• Enhances privacy without significantly impacting readability.
◦ Potential loss of contextual information in anonymized text.

[119] Adanonymizer ⋆ Balances privacy and output quality in human-LLM interactions.
• Provides customizable privacy settings for different scenarios.
◦ Trade-off between privacy strength and model effectiveness.

Federated learning [122] OpenFedLLM ⋆ Uses federated instruction tuning and value alignment with FL
algorithms for privacy-preserving fine-tuning.
• Enables decentralized fine-tuning without exposing raw user data.
◦ Higher computational overhead and synchronization complexity.

[123] FL-GLM ⋆ Keeps input/output blocks on local clients and uses encryption to
prevent embedding gradient attacks.
• Protects against server-side attacks and data leakage.
◦ Encryption overhead may affect system efficiency.

Multi-party computation [126] MARILL ⋆ Uses a minimized multi-party computation approach for secure LLM
inference.
• Reduces computational complexity in secure inference.
◦ MPC overhead can still be significant for large-scale models.

Watermark [127] Double-i ⋆ Embeds watermarking during fine-tuning to protect model copyrights.
• Enhances model ownership protection and integrity.
◦ May affect fine-tuning flexibility and model adaptation.

Communication protocol [128] Agent2Agent (A2A) protocol ⋆ Provides robust communication.
• Enhance secure interoperability among AI agents.
◦ Another layer of implementation.

solution to mitigate privacy leakage, and several surveys have
comprehensively explored this approach [120, 121].

Specifically, Ye et al [122] introduced OpenFedLLM,
which encompasses federated instruction tuning to enhance
instruction-following capabilities, federated value alignment
to align with human values, and seven representative FL

algorithms. Similarly, study [123] proposes the FL-GLM
method, which places the input and output blocks on local cli-
ents to prevent embedding gradient attacks from the server.
Additionally, it employs key encryption during client-server
communication to safeguard against reverse engineering
attacks from peer clients.
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Federated learning offers an effective approach to improv-
ing fairness. For example, FairFed [124]introduces a fairness-
aware aggregation method designed to ensure equitable model
performance across different sensitive groups. Similarly, the
Fairness-aware Federated Clustering Algorithm (Fair-FCA)
clusters clients in a way that enables a tunable trade-off
between fairness and accuracy [125].

• Others
There are several other techniques for enhancing privacy,
including blockchain [103], MPC, and watermarking. Rathee
et al [126] propose the MARILL framework, a minimized
multi-party computation approach for secure and private LLM
inference. Various watermarking techniques for AI models
have also been explored, as highlighted in the survey [129]. For
example, the double-i watermark method has been proposed
to protect model copyright during LLM fine-tuning [127].

Establishing secure communication channels between AI
agents is crucial for enabling real-time interaction with
external data sources and tools, while safeguarding against
model vulnerabilities and data leakage. Recent studies have
introduced a comprehensive, multi-layered security frame-
work tailored to the Model Context Protocol—a standardized
interface for AI systems to connect with external resources.
This framework integrates defense-in-depth strategies, Zero
Trust principles, stringent tool vetting, continuous system
monitoring, and rigorous input/output validation to ensure
robust protection throughout the AI lifecycle [98]. Similarly,
researchers have proposed building secure agentical AI applic-
ations through robust communication protocols such as
Google’s Agent2Agent (A2A), which enhances secure inter-
operability among AI agents.

4.4. Comparison and cross-domain learning

4.4.1. Comparison of security design. The security design
principles differ due to the distinct architectural and opera-
tional characteristics of swarm robots and AI agents.

Swarm robotic systems are designed with low compu-
tational power and operate in real-time, dynamic environ-
ments, often facing bandwidth limitations and hostile condi-
tions. Security countermeasures in swarm robotics emphasize
secure communication, redundancy, distributed decision-
making, and fault tolerance. These systems deploy multi-
agent consensus to ensure reliability, even in the presence
of faulty or malicious agents. Blockchain technology is
often utilized for decentralized, tamper-resistant communic-
ation and verification, ensuring transparency and trust in data
exchanges between robots. Stigmergic coordination, where
actions are coordinated through environmental cues, allows
swarm robots to detect and respond to anomalies passively,
contributing to self-healing and adaptive security strategies.
Additionally, dynamic role reassignment enables swarm sys-
tems to recover from compromised agents by redistributing
tasks and responsibilities across healthy robots.

AI agent systems, particularly those based on large-scale
models like LLMs, require high computational resources and

typically operate in highly sensitive, data-driven environ-
ments. Countermeasures for AI agents are designed around
LLM security, model integrity and data privacy. Security
strategies for these systems focus on model integrity, robust-
ness against adversarial attacks, and data privacy. Techniques
such as differential privacy, secure aggregation, and model-
based verification are employed to mitigate risks of data leak-
age during training and inference. These countermeasures
address inherent vulnerabilities in LLMs, including susceptib-
ility to poisoning attacks, model inversion, and unauthorized
data extraction.

4.4.2. Security design principles in swarm robots applicable
to AI agents. The analysis of threats and countermeas-
ures reveals that AI agents possess a broader attack surface,
encompassing both physical and cyber domains. Nevertheless,
the bio-inspired, resilient, and decentralized mechanisms
developed in swarm robotics offer valuable insights that can
strengthen the security and robustness of AI agent systems:

(a) Redundancy and collective validation. Swarm sys-
tems exhibit fault tolerance through functional redund-
ancy, with multiple agents performing similar tasks inde-
pendently. This concept can be adapted to AI systems
using group verification or multi-agent consensus, enhan-
cing robustness against hallucinations and adversarial
attacks. For instance, instead of relying on a single LLM
output, a swarm-inspired architecture could aggregate
responses from multiple models and use majority vot-
ing or confidence-based filtering to ensure more reliable
outcomes.

(b) Decentralized trust and consensus. In swarm robot-
ics, no single agent holds complete control and decisions
are emergent and consensus-driven. This principle could
be translated into multi-agent AI systems for secure
decision-making, particularly in federated or multi-agent
RL environments.

(c) Stigmergy-based security monitoring. Swarm robots
often exhibit stigmergic coordination, where actions are
indirectly coordinated through environmental cues (e.g.,
pheromone trails). This mechanism can inspire implicit
anomaly detection in AI agents by monitoring changes in
shared environments or behavior patterns.

(d) Self-repair and dynamic role redistribution. Swarm
systems can reassign roles dynamically when certain
members fail or are compromised. This principle can
guide the development of AI agents capable of adapt-
ive role-switching, fallback strategies, or self-repair mech-
anisms in response to degraded performance or detected
threats.

5. Challenges and future work

Based on the above analysis of security and privacy protection
in the field of swarm robots and AI agents, this section mainly
discusses the challenges and future work.
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5.1. Challenges

5.1.1. Challenge 1: distributed and wireless communication
security. Swarm robots and multi-agent systems rely on
data exchange for collaborative decision-making. As a result,
the data transmitted during communication is susceptible to
communication attacks. This risk is particularly pronounced in
open or untrusted network environments, where wireless com-
munication systems are vulnerable to malicious interference,
compromising data integrity, confidentiality, and authenticity.

While existing research has proposed various anomaly
detection schemes and broadcast communication methods,
designing efficient communication and encryption mechan-
isms remains a challenge. These mechanisms must ensure
data confidentiality while accounting for low latency and
the resource constraints of individual nodes in real-world
applications.

Furthermore, DoS attacks and network congestion can pre-
vent legitimate nodes within the system from communicating
effectively. Addressing this issue requires traffic control and
bandwidth allocation algorithms to mitigate DoS attacks, as
well as rapid identification and filtering of malicious traffic
under resource-constrained conditions. Additionally, dynam-
ically adjusting communication paths and data transmission
strategies to enhance the reliability and fault tolerance of com-
munication links while ensuring efficient data transfer remains
an open problem.

5.1.2. Challenge 2: the conflict between system collaboration
and privacy protection. In both systems, there is an inher-
ent conflict between data sharing and privacy protection. If the
level of data sharing between system nodes/agents is too low,
the system may fail to acquire sufficient global information,
weakening collaborative decision-making and reducing over-
all performance. Conversely, excessive data sharing increases
the risk of privacy leakage. Striking a balance between privacy
protection and effective task collaboration is a core challenge
in the privacy and security of multi-agent systems.

5.1.3. Challenge 3: tradeoff among security, privacy and
efficiency. From the comparison of the countermeasures, we
found that traditional data protection methods may have sig-
nificant limitations. Inappropriate encryption mechanisms can
introduce excessive computational overhead and storage costs,
while differential privacy may negatively impact decision-
making performance in real-time scenarios. Therefore, amajor
challenge lies in preserving data utility while minimizing the
risk of privacy breaches, ensuring both secure and efficient
collaboration within the system.

5.1.4. Challenge 4: risk brought from LLM. Integrating
LLMs into multi-agent systems has become a popular trend
due to their advanced capabilities in reasoning, decision-
making, and communication. However, this also introduces
several risks, including misinformation, privacy vulnerab-
ilities, and security threats. LLMs can generate inaccur-
ate or biased responses, sometimes producing misleading

information that appears highly credible. Privacy concerns
arise as they may memorize and inadvertently leak sensitive
data, making them susceptible to attacks that extract confiden-
tial or proprietary information. Additionally, their black-box
nature makes decision-making processes difficult to interpret,
posing risks in critical applications like healthcare and fin-
ance. The substantial computational power required by LLMs
also raises concerns about energy consumption, high oper-
ational costs, and the growing concentration of AI control
among a few major entities. To ensure safer and more reliable
deployment, ongoing research focuses on enhancing LLM
robustness, privacy protection, explainability, and decentral-
ized governance.

5.1.5. Challenge 5: human-machine collaboration and ethical
issues. With the widespread application of robots, AI agent
systems, their collaboration with human users has become
increasingly common, especially in complex tasks where
human-machine cooperation is essential for improving task
execution efficiency. However, this growing interaction also
raises ethical and societal concerns, particularly regarding
decision-making transparency and the allocation of respons-
ibility in cases of improper behavior. Addressing these issues
not only requires advancements in related technologies but
also necessitates compliance with ethical standards and legal
regulations.

Onemajor challenge is the difficulty in tracing the decision-
making process, making it hard for humans to understand the
reasoning behind their choices. Therefore, leveraging explain-
able AI techniques to enhance decision transparency, trace-
ability, and intuitive interpretability is crucial. Additionally,
when errors occur during task execution, it is often unclear
whether the fault lies in technical failures, algorithmic design
flaws, or human misuse. Ensuring that these systems adhere
to controllability and ethical principles in critical decision-
making, while using technological solutions to minimize the
negative impact of unintended behaviors, remains a significant
challenge.

5.2. Future work

Building on existing research and identified challenges, sev-
eral promising directions for future work include, but are not
limited to, multimodal fusion and intelligent collaboration,
trustworthy and privacy-preserving solutions for multi-agent
systems, and ethics and regulatory compliance. The follow-
ing sections provide a detailed discussion of these potential
research areas.

5.2.1. Multimodal fusion and intelligent collaboration. With
the rapid advancement of multimodal sensing technologies,
multi-agent systems are entering an era of highly integrated
data fusion and intelligent task collaboration. This shift relies
on advanced multimodal data processing and information
fusion to enable comprehensive environmental perception and
efficient decision-making. It is expected to drive wider and
deeper applications across various domains, providing more
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accurate, real-time, and intelligent solutions for complex scen-
arios. The key research directions include:

• Deep integration and complementary use of multimodal
data: by overcoming the limitations of single-modal per-
ception, data from multiple sensors (e.g., vision, speech,
touch, temperature, and environmental monitoring) can
be combined to enhance the system’s overall sensing
capabilities. While existing methods for multimodal data
integration—such as feature concatenation and attention-
based mechanisms—have shown promise, fully leveraging
the richness of multimodal data remains a challenging task.
Future research for multimodal fusion includes determining
the confidence level of each modality, assessing inter-modal
correlations, performing dimensionality reduction on high-
dimensional multimodal features, and aligning data collec-
ted asynchronously across different modalities.

• Cross-modal collaboration among system nodes: system
nodes can share and utilize different modalities of data
in real time, improving coordination and collective intel-
ligence through efficient information exchange. However,
the heterogeneity of modalities across nodes poses signi-
ficant challenges in constructing a unified feature space for
effective collaboration. Additionally, it remains difficult to
accurately weigh the contributions of different nodes dur-
ing fusion and decision-making processes. A promising dir-
ection to address these issues is the integration of feder-
ated learning frameworks with game-theoretic approaches,
which may help balance distributed workloads and optimize
cross-modal collaboration in a decentralized manner.

• Enhancing multimodal deep learning and intelligent
inference capabilities: the integration of multimodal data
into meta-learning and reinforcement learning endows
agents with enhanced perceptual and decision-making cap-
abilities. However, policy optimization based on fused
multimodal information presents significant challenges.
Compared with single-modality inputs, multimodal inputs
lead to higher-dimensional state spaces, more complex fea-
ture representations, and potential conflicts or redundancies
between modalities. These factors make training stable and
effective policies more difficult. A future direction lies in
stage-wise learning to gradually integrate modalities, allow-
ing the agent to incrementally learn meaningful features and
dependencies across modalities. Moreover, enhancing the
model’s ability to generalize to out-of-distribution modalit-
ies or unseenmodality combinations is crucial to avoid over-
fitting to specific training conditions and to ensure broader
adaptability.

By integrating these three aspects, future multi-agent intel-
ligent systems will play a more significant role in complex
application scenarios, improving adaptability, robustness, and
autonomy.

5.2.2. Trustworthy and privacy-preserving solutions for
multi-agent systems. As data security and privacy
protection become increasingly urgent concerns, future

developments in trustworthy and privacy-preserving mech-
anisms for multi-agent systems will focus on three key areas:

• Secure data sharing and privacy protection: data is
the foundation of multi-agent systems. Finding a balance
between data availability and security to enable effect-
ive collaboration while minimizing privacy risks. However,
achieving both privacy protection and high system perform-
ance presents a fundamental trade-off. A single approach
is often insufficient to address all aspects of trust and pri-
vacy, necessitating a combination of multiple techniques
such as federated learning, secure multi-party computation,
differential privacy, trusted execution environments, and
blockchain. This multi-layered and cross-domain security
framework will help reconcile privacy protection with com-
putation efficiency, secure data sharing, and system trans-
parency, laying the foundation for a safer, more efficient,
and trustworthy multi-agent ecosystem.

• LLM security and reliability: attacks such as prompt
engineering and jailbreaking have become increasingly pre-
valent, posing significant challenges to the security and reli-
ability of LLMs. These attacks exploit the inherent flexib-
ility and openness of LLMs, allowing malicious actors to
manipulate the models into generating harmful or uninten-
ded outputs. However, current countermeasures are often
limited to specific models or attack types and are not uni-
versally applicable. To address this, there is a growing need
for a more generalized framework for LLM security—one
that can adapt to a wide range of potential vulnerabilities
and attack vectors. Additionally, the integration of formal
language verification methods is emerging as a promising
trend.

• Full-life cycle security: with the rapid development
of embodied intelligence, full-life cycle security has
become essential to ensure safe and trustworthy interactions
throughout the entire system process—from perception and
decision-making to actuation and human-machine interac-
tion. A comprehensive security framework should cover all
critical layers, including the communication and infrastruc-
ture layer, the sensing layer, and the decision-making layer,
addressing both cyber and physical threats across each stage
of the system’s operation.

5.2.3. Ethics and regulatory compliance. Human-machine
interaction introduces higher requirements for ethic and reg-
ulation compliance, particularly as embodied intelligence
enables machines to physically interact with humans. This
includes the development of:

• Explainability and transparency: to enhance trust and
controllability in human-machine collaboration, future sys-
tems will place greater emphasis on decision-making
transparency and result explainability. Explainable AI
techniques such as attention visualization, feature attribu-
tion (sharply value explanation, local interpretable model-
agnostic explanations), and symbolic verification should be
more deeply integrated into the inference process.
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• Fairness and non-discrimination: ensuring fairness in AI
systems is vital to prevent biased decision-making, espe-
cially in sensitive areas like healthcare and hiring. AI agent
systems should implement fairness-aware algorithms,
such as demographic parity and equal opportunity, to ensure
equitable outcomes across different groups.Data audits and
regular bias monitoring help detect and correct biases in
training datasets, ensuring fairness over time. Additionally,
fairness constraints should be embedded within the system
to promote ethical decision-making, with metrics like group
or individual fairness applied to evaluate and adjust the sys-
tem’s decisions.

• Comprehensive countermeasures for ethical compli-
ance: a robust compliance strategy requires a multi-faceted
approach to address ethical concerns throughout the AI life-
cycle. This includes conducting ethical reviews at each
stage of development, ensuring alignment with established
ethical guidelines. Clear responsibility attribution should
be defined for system designers, developers, and operators to
ensure accountability. Ongoing collaboration between reg-
ulators, developers, and the public is essential to uphold eth-
ical standards, ensuring that AI systems are transparent, fair,
and ultimately serve the broader societal good.

6. Conclusion

In this paper, we presented a comprehensive survey of the
security and reliability challenges in both swarm robotic
systems and AI agent systems. By systematically review-
ing the existing literature, we categorized security threats
across the physical, communication, and application layers
for both systems and examined the corresponding counter-
measures. Our comparison and analysis highlight not only
the strengths of existing solutions but also significant gaps,
particularly in their adaptability and resilience to emerging
threats.

Through our comparative analysis, we identified notable
parallels in attack vectors and defense strategies between the
two domains. These similarities suggest promising oppor-
tunities for cross-domain learning—where insights from the
decentralized, resilient nature of swarm robotics can inform
the development of more robust and secure AI agent archi-
tectures. Furthermore, we outlined the critical gaps in cur-
rent research, particularly in terms of adaptive countermeas-
ures, resilience against evolving attack vectors, and integ-
ration of the latest technological advancements in both
fields.

By providing a unified analysis of the security challenges
and solutions across these domains, we aim to contribute to
the development of more secure, reliable, and robust intelli-
gent systems. Our findings call for continued research focused
on adaptive security solutions, cross-domain learning, and the
refinement of system architectures to ensure the long-term sta-
bility and trustworthiness of both swarm robotic systems and
AI agents.
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